Schools Briefing
Autumn 2021

Welcome from the editor
Welcome to the Autumn 2021 edition of our briefing for independent schools where we
continue to discuss how schools are addressing the challenges which they have been facing
over the last 20 months.
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As always, I hope you enjoy reading this publication and do
let the articles’ authors, me, or your regular contact know if
you have any questions concerning the matters discussed.

Tracey Young
Partner, Head of Education
020 7969 5654
tyoung@haysmacintyre.com
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Fraud in schools

As we exit a period of instability, one area
for schools to continue monitoring is the
resultant increased risk of fraud from both an
internal and external perspective.
The economic impact of the pandemic provides plenty of
motivation for fraud as many people face an uncertain
financial future, and the cessation of the furlough scheme
has meant that some employees have had to accept lower
pay. The latest data from Action Fraud shows 1,059 separate
incidents of fraud were reported by charities in the last
financial year, amounting to £8.6 million of lost funds.
Even though the independent school sector has adapted
well to remote teaching and learning, changes to working
practices may mean that controls around procurement and
payroll have not yet been updated or tested, which could
lead to schools being a prime target for new fraudsters. In
circumstances where administrative headcount has been
reduced, there remains the possibility of a reduction in
certain internal controls, such as segregation of duties.
The most common areas of external fraud relate to
procurement, payroll, and fees. Typically, phishing emails
continue to be the most effective way for fraudsters to carry
out their activities, by requesting payments to be made into
the fraudsters’ bank accounts. More often, fraudulent emails
with instructions are sent to parents requesting the payment
of fees etc with the email appearing to be coming from the
Head or Bursar, suppliers, and indeed the school itself.
Over the last few years, independent schools and parents
have been targeted by fraudsters placing themselves in
the middle of fee communications. Recently, the Head and
Bursar email accounts from separate schools were hacked
with the result that their monthly salaries were paid into the
fraudsters’ bank accounts. Unfortunately, this trend shows no
signs of abating.
Using an encrypted parent portal can help mitigate the risk
of interception, although many rely on email correspondence
which remains the most susceptible to fraud. In several
instances there has been a strong element of manipulation,
with fraudsters building trust with parents through contact
by phone, email, or other direct messaging. Often, the
fraudulent email promises a discount for early fee payments.

•

Review password protocols and ensure those that are
used are strong, as long as possible, and contain a
combination of letters as well as numbers and symbols

•

Review internal policies and procedures for managing
fee payments and ensure these are communicated
clearly to parents

•

Consider using a ‘payment gateway’ for the receipt of
funds from parents

•

Ensure computer systems are secure and that antivirus
software is up to date

•

To help combat ‘typo squatting’, consider registering
similar domain names

Parents should:
• Always verify an email payment change request
directly with the school, via the official, established
contact details you have on file. Be alert to unexpected
additional fee payment requests.
•

Be vigilant and always scrutinise requests to amend
payment procedures. Check for inconsistencies and
grammatical errors in external emails, such as a
misspelt school name or a slightly different email
address – these can be warning signs of fraud.

•

Do not be afraid to question and to verify details if
being asked to make fee payments into a new bank
account

Key takeaways:
1. Communicate and raise awareness: employees are
the first line of defence when it comes to spotting and
preventing fraud – make sure to refresh their training
2. Review your fraud risk assessment: these need to
be reconsidered through the lens of the COVID-19
environment. What has changed with respect to
payments exiting the school? Has there been a change
in segregation and are review processes being adhered
to?
3. Look for exceptions: be diligent with the basics, such
as a review of high-value transactions and changes
to supplier and employee bank account details, to
uncover irregular historic transactions or red flags
In summary – schools must remain vigilant regarding
fraudulent activity!

The Charity Commission has previously released guidance
on this matter and we have set out below a reminder of
suggested mitigating procedures.
Schools should:
• Ensure all administration staff are aware of fraud
•
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Ensure staff are aware of cyber-protection protocols.
Emphasise that staff must NOT open links or
attachments from unexpected or suspicious emails.
Doing so may compromise the school’s email system.

Vikram Sandhu
Director
020 7396 4349
vsandhu@haysmacintyre.com
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How criminals are
hacking schools
In some schools, the autumn term is often called ‘germ-term’ due to the number of bugs the
children bring to school after the summer holidays. It usually calms down after a few weeks;
however, with hacking there is no slow down. It’s all year, it’s relentless.
In the last ten months of this year schools have had it
tough, having to deal with COVID-19 related lockdowns,
underfunding, and a massive increase in cyber-attacks.
Unlike in business, cyber security in schools is often
overlooked. IT as a whole is often carried out either by
external contractors, or a teacher who has limited IT
experience. This has led to a significant rise in targeted
attacks against schools and one of the most common is
ransomware.
Ransomware
You might be forgiven for thinking that attackers would
leave schools alone because they are usually poorly funded
or charitable organisations. The truth couldn’t be further
from that. Schools are widely targeted. The Blackfrog
‘State of Ransomware 2021’ report showed that schools
are the second most targeted industry behind government
organisations.
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In April 2021, Castle School Education Trust in Bristol was
attacked and 24 schools found lessons and parents evenings
had to be cancelled. In May 2021 an attack against Moor
Park School in Preston resulting in 10GBs of data being
leaked, including numerous documents related to student
absence, personally identifiable information, and medical
records. The school downplayed the data loss in parent
mailings: “We are aware that some data has been taken by
the attackers, but early indication is that this data was not
sensitive or confidential and it has not been published.” In
July the Island Education Federation in the Isle of Wight
reported a ransom attack that led to at least one school
delaying the start of the new school year by three days. The
impact is significant, but how does it happen?

Modern ransomware works as an affiliate business.
The ransomware group provides the software to do the
encryption and exfiltration or theft of data; however the
people actually deploying the software are affiliates, they
work for themselves and using access they have obtained
they deploy the ransomware. The ransomware group then
opens dialogue with the victim and agree a ransom fee.
Once it is paid anywhere from 60-90% of the fee is paid to
the affiliate, with the group retaining the rest. It has been
extremely profitable with ransoms commonly exceeding $1m
payments. However, the average payment is around $180k.
Around 37% of companies pay the ransom. So how does the
affiliate get access?
Ransomware is largely a preventable problem. You
commonly see a data breach reported with “it was a highly
sophisticated cyber-attack.” It rarely is highly sophisticated;
indeed, most ransomware is very unsophisticated exploiting
basic preventable flaws to gain access. Most ransomware
attacks start with a weakness your IT team either introduces
or does not fix. The most common attacks begin with either
allowing Remote Desktop Protocol (RDP) to be accessible
publicly or missing critical security patches on key products
such as web servers, Virtual Private Network (VPN) software,
firewalls/routers, or phishing attacks.

Security updates and misconfigurations
The time between a vendor releasing an update for a service
and attackers exploiting it is narrowing. Organisations now
routinely have hours, not days, to apply the updates to
mitigate the highest risk flaws before they are exploited by
attackers.
Commonly schools will expose RDP publicly to easily allow
staff or students to access services remotely. When RDP
is exposed to the internet, attackers will attack it within
minutes. Using a list of usernames and passwords, attackers
will try them all against the service, if one works – game
over. There is no two-factor authentication (2FA) for basic
RDP. Default or weak passwords are common; we regularly
find Windows systems with administrative passwords of
‘password’ or ‘admin’. If that service is publicly available
through RDP, attackers can trivially access your network
without needing 2FA.
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Passwords are another configurational challenge in schools.
Not only do staff not want longer passwords, but they
actively discourage longer passwords being set for children.
This leads to children having a weak or easily guessable
password for key systems. Whilst the intended access
with these passwords is usually only for a certain service,
if you use Office 365 and give your children email access,
by default they can then access Azure Active Directory,
OneDrive, SharePoint, and many other applications. With
Azure Active Directory users can add up to 20 devices to
the domain with no additional rights needed. By guessing a
student’s password, the attacker can add their own device to
your domain to make stealing data easier.
Phishing and smishing
Phishing is another very common attack affecting schools.
Most schools have an email service usually from Google
G-Suite or Microsoft Office 365, both having built in security
controls which need management and configuration. This
is regularly overlooked and phishing sneaks through the
controls. You are then reliant on desktop antivirus controls
and web filtering to make it harder for attacks to succeed.
But what about your staff’s mobile phones?
Earlier in the year there was a surge in SMS-based phishing
or smishing. Commonly masquerading as delivery service
scams, a victim’s personal data was stolen and used to take
out credit in their name. However, attacks don’t have to stop
at delivery scams. Staff can often access resources on their
company or personal phones. It is easy to send an SMS to a
mobile with a spoofed sender field. The message will show
up directly below any other legitimate messages. There is
no control to scan the message for spam. There is unlikely
to be controls to prevent users tapping the link and loading
the webpage. The browser will commonly hide the URL to
give more screen space, making phishing attacks appear
more legitimate. It’s a highly successful attack method as
attackers have around an 80% success rate with smishing,
which compares to around 30% for traditional email-based
phishing.

Treatment
Fortunately, the fixes for these problems are not overly
complex as good cyber hygiene is critical:
•

Never publish RDP directly to the internet: use
a VPN to allow staff to connect first. If you can’t do
that, set up a Remote Desktop Gateway or an Azure
Windows Virtual Desktop behind a 2FA protected
logon.

•

Monitor for updates to servers and applications
and apply updates as soon as they are released:
many online vulnerability scanning services offer
community editions to allow you to regularly scan
a small internet presence. Whilst these tend to be
limited, they are usually free of charge.

•

Implement strong passwords: ensure complexity
is turned on, increase the length to at least nine
characters (ideally longer), with at least 14 for
administrative accounts. You may get some complaints
from management that the passwords are too long
and staff will be unable to manage a password that
long; however in my experience of changing a 5000user organisation from a password requirement of
only six characters and no complexity required, to nine
characters with complexity required, the impact was
non-existent. About three people raised a ticket!

•

Enable 2FA: this will need consideration. If you don’t
provide staff with a mobile phone, they may not want
to use their personal one. There are options available,
so do some research. The security benefits from
enabling 2FA are massive.

•

Train your staff on attacks: do not underestimate
how critical staff awareness training is. There are
multiple training services of which many are terrible.
Shop around for one that works for your culture, a mix
of online learning and face to face is sensible. All staff,
including teaching staff need to do this.

Cyber-attacks are rarely ‘highly sophisticated’ and the
mitigation is rarely to ‘buy an expensive security product’.
Commonly, the most effective controls are cheap, often
free, and easy to install. The challenge is ensuring you
manage the security tools and techniques you have. In a
school without IT support, let alone an IT security person,
that can be hard. However, one could argue that explaining
to your faculty, parents, and the information commissioner
that you have been breached, would be significantly more
challenging.

Tony Gee
Ethical Hacker, Pentest Partners
07773815840
tony.gee@pentestpartners.com

6

7

haysmacintyre Schools Briefing Autumn 2021

Financial monitoring in the
year ahead
The impact of COVID-19 on schools’ finances has been varied; typically financial results
have taken a hit despite cost saving measures and the support of the Coronavirus Job
Retention Scheme (CJRS). This has impacted reserves, financial resilience, and schools’
abilities to weather future financial challenges. Many schools have fared much better
than first feared, but there is an acceptance that there may be tough times still to come
for the sector.
Financial monitoring will continue to be essential in
the year ahead (and beyond) to identify potential early
warning signs and enable swift action to be taken. We
set out below some of the key areas to consider:
Income
Fee income:
• Maintain focus on fee debts to minimise
the financial impact of bad debts. Slow debt
recovery and the correspondence during the debt
management process can give useful insights into
pressures on a fee payer’s finances and an early
indicator of potential pupil withdrawals or needs
for financial assistance, both resulting in lost
income.
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•

Increases in hardship and bursary support
requests can also provide early indications of
financial pressures on parents which may result in
lost income.

•

Although new joiners and leavers away from
usual entrance and exit points are not uncommon,
an increasing number may indicate changing
trends that your school needs to prepare for.
Understanding the reasons will be invaluable in
assessing if they are one-offs or perhaps indicative
of a new trend.

•

Monitoring registrations, along with open day
attendance and enquiries, can provide schools with
indicators of future pupil intakes. This area is an
art rather than a science, but your registrar can
provide an early insight into potential issues so
action can be taken to fill places or adjust costs.

•

Talking to your feeder schools will provide useful
insight into potential upsides or downsides in pupil
numbers in the years ahead.

Regularly monitoring the above areas will enable your
school to profile future pupil numbers and income,
as well as build an understanding of the potential
sensitivities, risks, and financial implications. This
enables your school to plan effectively, adjusting its
costs base or identifying what action would be taken if
an identified risk did occur.
Other income:
Schools have felt the loss of other income from lettings,
summer schools, and other trading activities very keenly
over the last 20 months. These income sources have
limited additional costs and so contribute significantly to
the bottom line. A few areas to consider are:
•

As management’s attention is likely to be
elsewhere when these activities resume, it
is important to ensure that trading income is
monitored against budget to avoid any unexpected
shortfalls and to ensure income is maximised.

•

As with fees, it is important to monitor debt
recovery to limit exposure to bad debts,
particularly as customers may be less financially
secure than previously and you may be dealing
with organisations new to the school.

•

In the wake of COVID-19 we are seeing an
increasing number of schools that are exploring
new income streams and investing in staff to drive
this. It is important that you carefully consider
the business case and risks of new ventures and
monitor the contribution levels.

Costs
Schools have carefully controlled costs over the last 20
months, and it will be important that this continues over the
short to medium term, in particular:
•

•

•

•

Do not lose the benefits of cultural change with
staff understanding the financial pressures and so
questioning whether expenditure is really necessary. In
addition, new virtual teaching methods have resulted
in large savings in areas such as printing and schools
need to ensure staff don’t revert to former practices
unnecessarily.
Schools are experiencing rising costs in areas such
as the new Health and Social Care Levy, food, and
energy costs due to supply shortages. Many of these
additional costs are beyond the schools’ control and so
savings will need to be made elsewhere to bring costs
in on budget.
A period of cost control can create a pressure to
spend as things return to normal. This may be
necessary or the right decision to catch up on areas
such as repairs and maintenance where delaying
further could cause operational issues or additional
costs. It is important that these costs are fully
budgeted, or if not, that the decision to proceed is in
the full knowledge of the impact on the financial result.
It is common to have contingency in the budget, but
there may be more calls on it over the coming year. It
will be important to understand the value of this and
its use over the year, to assess potential upsides or
downsides so action can be taken.

•

Monitoring may be harder than before as profiling
of costs may differ from previous years which means
ongoing comparisons against the budget will be a
challenge. Also, it is common to compare to the prior
year to help manage costs. It is likely that many
variances can be explained as ‘due to COVID-19’ which
doesn’t assist effective management. The key in the
coming year will be to regularly reforecast the outturn
and carefully monitor spend against budget to avoid
unexpected downsides.

•

Beware of cost creep! This year may not be a year
of typical spend – it will be important that this doesn’t
become the new normal, resulting in reduced annual
surpluses and funds available for reinvestment.

Capital
As things return to normal, many schools are revisiting their
capital plans and embarking on new projects. This presents
its own challenges, and often with significant capital budgets
there is greater risk and so careful monitoring is imperative.
Lee Stokes has considered this area in his article on page 18.
Cash is king!
Monitoring and forecasting cash flow continue to be
crucial. Changes in the timing of expenditure, accelerated
repairs and maintenance, capital expenditure programmes,
and unforeseen lost income or expenditure may place
unexpected pressures on available funds. Identifying this at
an early stage will give you time to adjust plans or seek an
additional borrowing facility.
Bank covenants
Bank borrowing often comes with associated financial
covenants which must be complied with. Pre-COVID-19,
they were usually met comfortably, but many schools have
experienced breaches over the last 20 months.
In our experience banks have typically been very supportive
of the challenges facing schools, but this good relationship
relies on an open dialogue and no unexpected surprises.
These covenants should form part of schools’ financial
monitoring and forecasting to identify early any potential
issues so that remedial action can be taken, or the bank can
be alerted in good time.
Conclusion
Financial monitoring is only effective if the information is
accurate and timely so that swift action can be taken. It
may be that for some schools, it will be necessary to provide
(or continue to provide) more details and more frequent
financial information than pre-pandemic. Finance teams in
schools have been extremely busy over the last year and a
half and it seems likely that the additional demands on them
will only continue.

Tracey Young
Partner, Head of Education
020 7969 5654
tyoung@haysmacintyre.com
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Capital projects: things to
consider currently
Many schools are now revisiting their capital plans and embarking on new projects. This
presents a number of challenges in the current economic environment, some of which are
considered below.
A whole new world?
The goalposts have certainly moved following the emergence
of COVID-19 in spring 2020. This has been exacerbated by
the impact of Brexit placing more restrictions on transporting
supplies and the availability of labour. All industries have
experienced the impact of rising costs and delays in receiving
supplies or services.
Where schools are revisiting capital projects that were put on
hold, a key consideration is if the scope of the project is still
appropriate. For some projects, the costs may have doubled
unless they were fixed in the original contract.
For new contracts, it may not be possible to obtain three
separate quotes – often a requirement by the school’s
financial procedures – due to the supply issues noted
above. Schools must consider alternative ways to ensure
good stewardship of their assets. Considerations in these
circumstances include:
•

Are the fee quotes in line with expectations based on
known costs and previous experience of managing
capital projects?

•

Has appropriate due diligence of the proposed
contractors been completed in light of the challenging
financial environment that companies are now being
faced with?

•

Can the project be completed within the agreed
timeframe, given the potential supply risks and
shortages of labour?

•

Will additional financing now be required to finance all
or part of the project?
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Careful project management is imperative
Careful monitoring of any significant capital project is
imperative, particularly in the current environment given
the increased risks noted above and in addition to the
uncertainties that may lie ahead. Capital projects can easily
stray early in their life cycle, causing budgets to be exceeded
and missing completion dates. This can lead to expensive
and time-consuming disputes with the contractors.
Project dashboards are a useful way to monitor key
performance indicators, such as cashflow and timetable
milestones, in order to ensure that the project is still on
track. These should be available on a timely basis and
provide sufficient information in order to identify early
warning signs of a problem.

Is additional financing now required?
A key consideration for any capital project is how it will be
financed: from existing reserves, a dedicated fundraising
campaign, or will borrowings be required to pay for some or
all of the project cost? If the cost has increased significantly
since the COVID-19 outbreak, then the project may need to
be financed in a different way than originally planned.
If external borrowings are needed, there are certain
responsibilities required under the Charities Act 2011 (the
Act) that the trustees of registered charities must consider.
S124 of the Act requires charity trustees to take financial
advice before entering into a commitment such as a bank
loan where the charity’s assets are provided as security.
This advice can be provided by an employee or governor
of the school who is reasonably believed by the school’s
governors to have the required skill and practical experience
on financial matters. The individual who provides the advice
must also have no financial interest in relation to the loan,
with which they are providing advice on. Three key issues
must be considered by the advisor:
1. Is the loan necessary for the governors to undertake
the capital project?
2. Are the terms of the loan reasonable, having regard to
the status of the school?

The advice provided should be considered at a Board
meeting and be taken in the minutes, together with any
agreed decisions. This demonstrates good governance and
the appropriateness of any decision based on the information
available at the time.
These are challenging times for schools and commercial
contractors, and so any financial projections should be
appropriately scrutinised and challenged. Once the project
has commenced it will be imperative that the progress of
the project is carefully monitored to have early warnings
of significant cost overruns and delays, and so that any
remedial action can be undertaken as soon as possible.

Lee Stokes
Partner
020 7969 5656
lstokes@haysmacintyre.com

3. Does the school have the ability to repay the proposed
loan on the terms included within the loan agreement?

As the economy recovers there may be further challenges
ahead. Any successfully managed capital project will include
some contingency within the budget to allow for any cost
overruns or unexpected delays. There is a need to ensure
sufficient clarity around all costs before work is commenced
to help resolve any potential disputes with a contractor.
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Employment
taxes: current
issues
As the country comes out of the
constraints placed upon us, thoughts
should now turn to what the future has
in store for employers.

Enquiries into the CJRS
Many employers will have taken advantage of the CJRS to
help protect employee jobs. CJRS has now closed, but HM
Revenue & Customs (HMRC) are still making enquiries into
the claims submitted by employers.
HMRC have started to take steps to recover grant payments
which have either been:
•

Made in error, for example, through a
misunderstanding of the Coronavirus Direction, or
miscalculation as to the level of grant which could be
claimed

•

The employer was not entitled to make any claims
under the terms of the CJRS

Given the complexity of the CJRS it is not unsurprising that
errors may have arisen concerning the amounts claimed
under the scheme. Furthermore, HMRC guidance was being
continuously updated during the early stages of the CJRS.
HMRC’s enquiries started with notification or ‘nudge’ letters
being issued in August 2020. Schools need to ensure they
have maintained all records concerning their claims.

Health and Social Care Levy
The Government announced the introduction of a standalone
1.25% Health and Social Care Levy from April 2022 which
will apply to employers and employees. The following are the
key financial implications:
•

From April 2022: rates of employer and employee
National Insurance will increase by 1.25%

•

From April 2023: National Insurance rates will revert to
the 2021/22 levels and be replaced by a dedicated levy

•

The levy will not be charged in respect of apprentices
under the age of 25

•

Unlike National Insurance, the levy will be paid by
people over pensionable age who are still working

Where any over-claims have been identified, HMRC can seek
to recover interest and penalties.

The money raised via the levy will be ring-fenced for
investment in health and social care.

Late payment interest
The employer will be required to repay the overclaimed
amount due within 30 days of the issue of HMRC’s
assessment of the overclaim. HMRC will also be able to
charge interest on the late payment of the overclaim, which
is included in the assessment, and they can also seek a late
payment penalty where a payment remains outstanding for
31 days after the due date.

IR35 – engaging individuals through personal service
companies
The Government introduced the IR35 rules in 2000 with the
aim of ensuring that individuals who are engaged to carry
out work through a personal service company – who would
have been classified as employees if they had been engaged
directly – pay broadly the same Income Tax and National
Insurance contributions as they would have done if they had
been employed. It was the responsibility of the individual,
rather than the engager, to determine whether the IR35
rules apply to each engagement.

Penalties
Where the employer does not notify HMRC of any overclaim,
then penalties will also be due.
HMRC may impose a penalty of up to 100% of the overclaim,
in particular where the employer fails to notify HMRC. In
determining the amount of penalty due, HMRC will consider
whether that failure was ‘deliberate and concealed’, which
will be the case where the employer:
•

Knew it was not entitled to the grant, or Knew it had
stopped being entitled to it

•

Did not notify HMRC of the overclaim within the
notification period

HMRC have confirmed that they will not charge a penalty if
the employer did not know it had been overpaid at the time
it was received, or at the time that circumstances changed
and if the employer repaid the overclaimed amount during
the relevant time period. However, as enquiries will now
be made following the closure of the scheme, HMRC are
likely to seek penalties as part of any settlement with the
employer.
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Personal liabilities of the company officer
The legislation also includes provisions where company
officers may also be personally liable to pay the tax charged
on their company’s overpaid grants under the scheme. The
provisions will apply where the officer has deliberately made
a claim to which the company was not entitled, or if the
company is in insolvency and tax cannot be recovered from
the company.

In April 2017, the Government reformed the IR35 rules
for engagements by public sector bodies, which shifted
the obligation for determining the application of the rules
from the individual to the engager. These reforms became
effective for private sector bodies, including medium
and large sized charities, from 6 April 2021. Small sized
companies as such are currently exempt from the changes.
A small sized company is one which meets any two of the
following:
1. Turnover under £10.2m
2. Balance sheet of less than £5.1m
3. Fewer than 50 employees
Guidance on the requirements is set out here:
https://www.gov.uk/guidance/private-sector-off-payrollworking-for-clients

13

haysmacintyre Schools Briefing Autumn 2021

All organisations should ensure that they have undertaken
steps to comply, including the following:

Schools will need to consider the following:
•

Do you know which contractors/workers are operating
through a limited company?

Assess whether the IR35 rules apply to each
engagement

•

Do you have procedures in place to review whether or
not a ‘deemed employment’ arrangement is in place?

•

Carry out periodic reviews of each engagement to
ensure that the original decision remains relevant

•

•

Ensure that all costs covered by the IR35 rules are
being paid through the payroll

Do you have any written procedures in place which are
shared with, for example, the department heads who
engage with the contractors?

•

Do you have an appeals process in place to resolve any
disputes concerning the ‘deemed employment’ status
of a contractor?

•

Are you correctly operating PAYE on payments where
the IR35 legislation is applicable?

•

Identify all personal service company engagements

•

The assessment as to whether the IR35 rules apply to an
individual engagement is similar to the consideration of
whether an individual should be treated as an employee or
self-employed. Factors include:
1. Control: is the individual subject to supervision,
direction, or control as to what work they do, where
they work, and how the work is carried out? Control
would point towards employment, and therefore
application of IR35 to the engagement.
2. Integration: is the individual involved with the core
business of the engager? Are they seen as part of
the engager organisation? Or are they peripheral to
the organisation or its work? Integration also points
towards employment.
3. Mutuality of obligation: is the individual obliged to
offer their services to the engager and is the engager
obliged to provide work for the individual? If so, this
would also point towards employment.
4. Financial risk: does the individual carry financial risk
relating to the engagement? Eg providing their own
equipment, engaging sub-contractors to assist them,
covering any losses which arise on the engagement. If
so, this points towards self-employment.

HMRC are likely to carry out compliance reviews and we
have seen from the press that significant amounts of tax
and National Insurance are being recovered from other
government departments. The expectations from both
the Treasury and HMRC are that many private sector
organisations have similarly failed to apply the legislation
correctly.

Nick Bustin
Employment Tax Director
020 7969 5578
nbustin@haysmacintyre.com

5. Right of substitution: does the individual have the
right to provide a substitute to carry out the work in
their place? Do they have responsibility for paying
such a substitute? If so, this also points towards selfemployment.
The extension of the IR35 rules increases the administrative
burden on schools and their trading subsidiaries which
engage with consultants or other types of off-payroll
workers.
Whilst HMRC announced that during the course of the
2020/21 tax year a ‘light-touch’ will be applied, especially
where schools were actively introducing new policies and
procedures concerning their compliance obligations, this is
unlikely to continue beyond 5 April 2022. All schools should
consider their position and review all of their ‘off-payroll’
worker arrangements and wherever possible avoid the
unpleasantness of dealing with a detailed HMRC review.
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Teachers’ Pension Scheme:
the landscape and options
The past 20 months have been like no other - schools have worked tirelessly in delivering
education to children through a plethora of channels whilst governing bodies have grappled
with what can have a devastatingly consequential effect on balance sheets. It goes without
saying, cost scrutiny and control remain firmly on the agenda for schools. Akin to most
organisations, salary costs are the greatest outgoings, so it is therefore no surprise that the
Teachers’ Pension Scheme (TPS) remains a focal point of these discussions.

Option

Description: Withdraw from the TPS and move teachers to a defined contribution (DC)
scheme at the school’s chosen level of contribution.
Pros
• Enables cost certainty

Withdraw
from the TPS

In addition, not all schools have withdrawn wholesale from the TPS. A number remaining in the scheme have sought to
offset the increased cost of membership by adopting a ‘total pay and benefit’ model, thereby fundamentally changing their
approach to the scheme.
The next TPS valuation will assess the scheme as of 31 March 2022 and any changes to employee or employer contributions
are likely to take effect from April or September 2024. There continues to be a significant annual shortfall in the TPS,
exacerbated perhaps by the cost incurred in rectifying the age discrimination issues resulting from changes to public service
pension schemes. That shortfall will have to be met.

Pros and cons
Description: Maintain the status quo and continue to participate in the TPS, meeting the
contribution rates as set by the scheme.

•

Tax efficiency if a salary sacrifice scheme is introduced.

•

Consistency for all teaching staff

•

If the school has 20 or more staff eligible to TPS membership, collective consultation will be
required

•

Depending on the school’s circumstances staff representatives may need to be elected

•

Comprehensive consultation will likely take two to three terms (including notice before the
change is implemented).

•

Where the variation to contract cannot be agreed, contractual notice and offer of re-engagement
on new terms will be required

•

Whilst lawful, this approach has received a significant amount of negative scrutiny

•

Trade union may encourage strike action and/or request voluntary recognition

•

As the approach may result in the dismissal of staff, there is a risk of associated employment
claims

•

Withdrawal may be viewed negatively when recruiting, particularly when contrasted with
independent schools in TPS and/or the state sector

Pros
• No change for current staff. Whilst Teachers’ Pensions recommend undertaking a consultation
exercise with existing staff over the proposal, the change will not result in a variation to contract
for existing staff and will not require a formal consultation.

a. The Superannuation Contributions Adjusted for Past Experience (SCAPE) discount rate used in the valuation of
unfunded public service pension schemes; and

Option

Likely to create greater financial sustainability

Description: Close the TPS to new joiners whilst retaining access for existing staff.

Some actuaries consider there is an expectation that employer and/or employee contributions will increase following that
valuation. This is despite the consultations we saw over the summer to reassess:

The threat of increased cost remains a real risk. We explore the viable options in the following table, looking at the pros and
cons of each:

•

Cons
• Consultation required which may be unsettling, particularly following the challenges and
disruption caused by COVID-19

The Department for Education’s response to a Freedom of Information Act request made in March 2021 lists 1,171
independent schools participating in the TPS as of January 2019. The response also states that as of March 2021, 228
schools (19.5%) had either left the TPS or given notice to the Department for Education of their intention to do so. A
response to a similar request made in July 2021 shows this figure increased to 260 (22.2%) independent schools.

b. The cost control mechanism designed to ensure a fair balance of risk between members of defined benefit schemes
and the taxpayer.

Pros and cons

Phased
withdrawal

Cons
• Over time pension costs will decrease
•

The impact of the change on the school’s outgoings will likely be minimal at first and the cost
burden would remain

•

The school remains vulnerable to future TPS cost increases

•

The approach will likely result in a two-tier workforce which may cause employee dissatisfaction
in future

•

The approach may reduce natural staff turnover as staff may be reluctant to leave and lose their
TPS benefits

Pros
• No adverse union involvement
•

Remain in the
TPS
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The school continues to offer its teachers a highly valued benefit; this benefits recruitment and
retention

Cons
• The school must continue to meet the high costs of participation in the scheme
•

No control over future changes including potential future increases in the rate of employer
contribution

•

The possibility of the introduction of an exit penalty

•

Threat of a further increase in employer contribution in 2024
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Option

Pros and cons
Description: Teaching staff can remain in the TPS or opt out to a DC scheme, with the ability
to opt back into TPS at any time.
Pros
• Increased flexibility for teachers

Operate
TPS and DC
schemes
in parallel
(based on
current level
of pay and
contributions)

•

•

The approach is therefore better than simply offering the TPS alone. Depending on
circumstances there may be periods of time when teachers find it advantageous to opt out of the
TPS and into a DC scheme.
Depending on the benefits offered this may lead to a voluntary move away from the TPS making
a future change more manageable

Cons
• The school will not achieve a cost saving
•

The school will remain vulnerable to future increases to TPS employer contribution rate

•

There is no motivation for teachers to leave the TPS and join the DC scheme

•

Teachers that do join the DC scheme may re-join the TPS at any time

•

Even where staff opt out of the TPS and into the DC scheme, the auto-enrolment regime could
require the school to re-enrol all teachers back into the TPS every three years, given this is the
auto enrolment scheme

Option
Operate
TPS and DC
schemes in
parallel (based
on either
current level
of pay and
contributions
or a Total Pay
and Benefits
approach)

Pros and cons
Description: This is a total remuneration package which can be operated on either of the
above two principles. Here however, the TPS is closed to new joiners.
Pros
• Existing teachers retain access to TPS should they wish
•

New joiners are auto enrolled in the DC scheme

•

Depending on whether current levels of pay and contributions or a Total Pay and Benefit
approach is adopted, the relevant pros and cons above would apply

Cons
• In addition however, unlike the above, should an existing teacher choose to move to the DC
scheme, with phased withdrawal, they no longer retain the ability to move back to the TPS
•

Consequently, current teachers may be reluctant to leave the TPS and join the DC scheme

The approach available is no longer simply binary and schools can consider what best fits their needs and circumstances.
However, schools must be aware of increased trade union activity where TPS consultations are planned. This can take the
form of requests for trade union recognition and/or the threat of industrial action. Whilst union recognition is not new to the
sector, the demand for recognition has gained significant pace. Governing bodies and senior leaders must be alive to this
when considering a TPS consultation.

Description: This is a total remuneration package which includes pensionable salary and
the value of employer pension contributions. Teachers can choose between lower salary and
higher employer contributions under TPS; or higher salary and lower pension contributions
under a DC scheme.
Pros
• Teachers retain access to the TPS with increased flexibility to choose the option best suited to
them

Operate
TPS and DC
schemes in
parallel (based
on a Total Pay
and Benefits
approach)
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•

Teachers can move freely between the schemes

•

The school will achieve a degree of certainty in respect of pensions costs which will help in
managing budgets

•

The approach can be tax efficient in that National Insurance savings can be made by using salary
sacrifice arrangements for the DC scheme

Naseem Nabi
Partner, VWV LLP
07500 702 450
nnabi@vwv.co.uk

Cons
• Consultation is required to achieve a variation to contract. Staff often resist the concept of a pay
reduction to enable the school to meet the TPS costs.
•

As with withdrawal, if agreement cannot be reached dismissal and re-engagement may
be required to implement the change. This creates risks of claims, strike action and union
recognition discussed above in relation to withdrawal.

•

Staff who remain in the TPS are likely to receive less net pay initially

•

Depending on where the total pay level is set, it may place the school at a disadvantage in the
recruitment market

•

The approach poses administrative challenges as there will be costs and increased time required
to manage two schemes

•

Depending on the level of future increase to the employer contribution rate, the schools need to
further consult with teachers on the impact on their pay

•

Even where staff opt out of the TPS and into the DC scheme, the auto-enrolment regime will
require the school to re-enrol all teachers back into the TPS every three years, given this is the
auto enrolment scheme
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A reserves policy tailored for
turbulent times
For any organisation, the foundation of a solid financial and strategic plan is a strong reserves
policy. The pandemic has presented schools with a set of challenges that most had not
foreseen. Many policies, procedures, and day-to-day assumptions have been stress-tested
and management has had to reconsider whether they are effective and fit for purpose for this
new and uncertain world.
The pressure to remain relevant in an increasingly
competitive environment has led many schools to adopt
a familiar business model when it comes to treasury
management. Schools’ income has often been predictable
and received in advance. This has given schools the flexibility
to spend cash received from fees to enhance their resources
in advance of the fee income being earned. Schools are
therefore asset rich, but with a cash position that requires
careful management. It is important that schools have a
reserves policy that reflects and explains this reality. This
helps avert any confusion regarding the level of reserves and
helps to ensure that the most appropriate strategic decisions
are made.
A good reserves policy explains what is being held in
reserves and why. For it to be fully understandable to
readers, there should be a clear link to current and planned
activities, up to date descriptions for any amounts set aside
or designated for future activities, and a clear link to any
planned capital expenditure and investment policy, where
applicable. Numerically, it should be consistent with the ‘net
assets by fund’ note in the financial statements, where the
make-up of a school’s free reserves can be seen most clearly.
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In the broader charity sector, there has been an increasing
trend for more comprehensive reporting of reserves,
due to increased pressure on funding, which in turn has
led to a greater level of accountability demanded by key
stakeholders. It is inevitable that this reporting trend is
starting to impact schools more significantly. We have seen
the following questions raised, and have considered the
impact on the school’s reserves policy:
Are school fees affordable and fairly priced?
Financial uncertainty has led to some parents questioning
the affordability of fees. To address this, it is key that
management can effectively communicate why the fee levels
need to be what they are. This can be challenging when
schools are asset rich. An understanding and explanation
of the reserves position could help these discussions so
that parents can see the link between the fee levels,
the investment in the infrastructure, and the day-to-day
operating costs.

Is the school obtaining value for money?
‘Value for money’ has been a longstanding requirement in
the public sector and it has recently been questioned by
parents of independent schools. Linking a value for money
statement within a strategic plan should help readers of the
accounts have a better understanding of the operational
challenges faced by the school, which could be a powerful
tool for Boards to ensure that they are making best use
of the funds available. A realistic policy set within a sound
strategic plan gives stakeholders comfort that an appropriate
level of stewardship has been applied to the school’s funds.
How sustainable are the school’s finances after
COVID-19 funding has ceased?
The 2020 and 2021 accounts look unusual for a number
of schools and many have received grants through the
CJRS. Some have taken out loans to assist with short term
operational challenges. A disclosure of the measures taken
to address these challenges in the Governors’ Report will
give confidence to readers of the accounts.

Significant consideration must be given to the management
and reporting of reserves in these turbulent times. However,
this is an opportunity to reconsider and modernise a school’s
approach to the management of its reserves and to help it
ensure that adequate resources are available as required.

Alex Gillespie
Senior Manager
020 7969 5540
agillespie@haysmacintyre.com

Are the school’s planned capital developments still
affordable?
Many schools have delayed their planned capital works
during the pandemic. Those plans and the availability of
funds need to be reviewed to ensure that they can still be
afforded, and that a school’s unrestricted funds will not be
overcommitted. A more considered and holistic integration
and disclosure of designated funds is an effective way of
showing what the school has set aside in respect of future
capital developments.
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Upcoming seminar programme
We have one of the largest charity and not for profit teams in the country: we act for over
800 clients, accounting for over 40% of our annual turnover. Our team of specialists host
topical seminar updates and speak at other organisations’ events presenting the latest
developments within the not for profit sector.

ISBA Conference
Tuesday 23 - Wednesday 24 November 2021

AGBIS Annual Conference
Thursday 17 March 2022

09:00 - 20:00 (Tuesday)

10:00 - 17:00

08:30 - 16:15 (Wednesday)

Queen Elizabeth II Centre

ICC Wales
Quarterly Charities Update
Wednesday 15 December 2021

AGBIS Finance for the Non-Financial Governor
Thursday 24 March 2022

15:30 - 17:00

10:00 - 16:00

Online

haysmacintyre

Trustee Training: Charity Law Update
Tuesday 22 February 2022

Trustee Training: What Every Trustee

13:30 - 17:00

Should Know
Wednesday 30 March 2022

Farrer & Co

09:30 - 17:00
Cazenove Capital

Trustee Training: Introduction to
Charity Finance and Reporting
Thursday 3 March 2022
13:30 - 17:00

Bi-annual Schools Update
Tuesday 26 April 2022
15:00 - 17:00
haysmacintyre

haysmacintyre
Quarterly Charities Update
Tuesday 8 March 2022
15:30 - 17:30
Online

haysmacintyre Independent Schools Management Survey 2022
To book your place at any of the events,
please visit haysmacintyre.com/events
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Invitations to participate in our benchmarking survey will be shared in December. Participating schools will receive a
customised report comparing KPIs, financial and non-financial, with the averages of the school category selected. Do let us
know if you would like to take part, but you don’t receive an invitation. The deadline for completion is Tuesday 1 February.
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Schools team
If you need guidance on any audit and accounting, financial reporting, statutory obligations, funding, employment tax or
direct tax matter you can contact any member of our Schools team at the details below.

Partners
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Directors

Tax specialists

Tracey Young
Partner, Head of Education
020 7969 5654
tyoung@haysmacintyre.com

Adam Halsey
Partner
020 7969 5657
ahalsey@haysmacintyre.com

Jane Askew
Director
020 7969 5683
jaskew@haysmacintyre.com

Phil Salmon
VAT Partner
020 7969 5611
psalmon@haysmacintyre.com

David Sewell
Partner
020 7969 5568
dsewell@haysmacintyre.com

Kathryn Burton
Partner
020 7969 5515
kburton@haysmacintyre.com

Vikram Sandhu
Director
020 7396 4349
vsandhu@haysmacintyre.com

Louise Veragoo
Not for Profit Tax Director
020 7969 5682
lveragoo@haysmacintyre.com

Lee Stokes
Partner
020 7969 5656
lstokes@haysmacintyre.com

Richard Weaver
Partner
020 7969 5567
rweaver@haysmacintyre.com

Siobhan Holmes
Director
020 7969 5601
sholmes@haysmacintyre.com

Nick Bustin
Employment Tax Director
020 7969 5578
nbustin@haysmacintyre.com

Steve Harper
Partner
020 7969 5608
sharper@haysmacintyre.com

Tom Wilson
Partner
020 7969 5697
twilson@haysmacintyre.com
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Shortlisted 2019 National
Firm of the Year

Shortlisted 2019 Tax Team
of the Year

Highly Commended Partner
of the Year

Winner: Audit Team
of the Year

Winner of the Bronze Award
for 2018 and 2017

Top adviser to the top 5,000 charities,
Charity Financials’ league table 2021

Top ten by audit fees in the
2020 Charity Finance Audit Survey

